TABLETOP EXERCISE – Intruder Scenario – FACILITATOR
Summary

This tabletop exercise aims to test the response of staff when faced with an intruder on the premises, including how staff obtain and share information, protect their own safety, escalate to the Head Teacher and police, implement lockdown procedures where required, communicate with relevant parties, and support pupils and staff following the incident.
This exercise is designed to last approximately one hour.
	Approximate timings
	Activity

	5 minutes
	Introduction to exercise

	5 minutes
	Inject 1

	15 minutes
	Group discussion

	5 minutes
	Inject 2

	15 minutes
	Group discussion

	15 minutes
	Debrief





Inject 1

Scenario time
Tuesday, 10.15am.
Information
A member of staff reports seeing an unknown adult enter the education setting through a side entrance. The person is not wearing a visitor badge and has not signed in at reception. Staff are unsure whether the individual is a parent, contractor, or member of the public. The person is currently believed to be on site but has not been located.
There is no confirmed information that the person is armed or violent, but staff are concerned because the individual appears agitated and has refused to respond when challenged from a distance.
	· What immediate actions should staff take to obtain and collate information about the incident?
Obtain and collate as much information as possible, including the person’s location, description, behaviour, direction of travel, whether pupils or staff are at immediate risk, and any known access points used. Use the ETHANE mnemonic where appropriate.
· Who should be informed first, and how will the Head Teacher or senior leader be alerted?
Inform the Head Teacher or nominated senior leader immediately. Consider whether reception, site staff, safeguarding leads, class teachers, or the Emergency Management Team also need to be alerted depending on the setting’s procedures.
· What information should be gathered before deciding whether to challenge the individual or contact the police?
Gather information on whether the person is known to the setting, whether they have signed in, their behaviour, whether they appear violent or aggressive, whether they may have a weapon, and whether staff can safely observe them without confrontation.
· If staff do challenge the person, how can they do this safely without putting themselves or others at risk?
Only challenge the person if they are not believed to be armed, violent, or aggressive, and if staff feel it is safe and appropriate to do so. Ask for identification and their reason for being on the premises. Staff should put their own safety first.
· At what point should staff contact the police on 999?
Contact police on 999 if the person is believed to be in possession of a weapon, is potentially violent or aggressive, refuses to leave, poses a risk to pupils or staff, or if staff do not feel it is appropriate or safe to challenge the person.
· What actions are required to keep a clear log of decisions and actions?
Nominate someone to keep a log of all actions and decisions, including timings, information received, who was informed, decisions made, police contact, lockdown considerations, and any follow-up actions.
· Are any other actions required?
Consider early protective actions, visitor management, restricting movement near affected areas, checking relevant contact details, and referring to the Intruder Action Card and any local lockdown procedures.


Inject 2

Scenario time
Tuesday, 10.30am.
Information
Further reports indicate that the intruder has moved towards a teaching area and is behaving aggressively. A member of staff believes the person may be carrying an item that could be used as a weapon. Pupils and staff are in classrooms, corridors, and communal areas. Reception has received several calls from parents who have heard that there may be an incident at the setting.
Police have been contacted on 999. The Emergency Management Team is asked to meet, where safe and appropriate, to establish a plan of action. Staff need to consider whether to implement partial or full lockdown procedures and how to manage communication, welfare, safeguarding, and any potential decision to close the setting.
	· Should partial or full lockdown procedures be implemented?
Implement lockdown procedures as required, following the setting’s Partial / Full Lockdown Action Card. Consider the location of the intruder, immediate risk to pupils and staff, and whether movement around the site should stop.
· How will staff and pupils be alerted, including any specific bell signal, tannoy message, or alternative communication method?
Use the setting’s agreed alerting method, which may include a specific bell ring, tannoy announcement, coded message, internal phone system, radios, or other local communication procedure. Consider contingencies if usual systems are unavailable.
· How will staff account for pupils, visitors, contractors, and staff during the incident?
Consider registers, visitor logs, signing-in systems, class lists, staff rotas, and known locations. Identify how information will be shared with the Emergency Management Team and emergency services without increasing risk.
· What information should be shared with the police and emergency services representatives?
Share clear information using ETHANE where possible, including exact location, type of incident, hazards such as suspected weapon or aggressive behaviour, access points, number of people at risk, and emergency services already requested.
· Should the education setting close, and who is responsible for making that decision?
If it is decided to close, follow the Closing the Setting Action Card. The decision should be made by the Head Teacher or nominated deputy, in liaison with emergency services and the local authority where appropriate.
· How will staff, parents / care givers, pupils, the local authority, and the media be informed of developments and kept up to date?
Check the communications strategy in the Emergency Plan. Consider social media, apps, text message systems, email, website updates, telephone scripts, parent / care giver enquiries, media handling, and who is authorised to issue messages.
· What welfare and safeguarding measures would need to be put in place for pupils and staff during and after the incident?
Assess the impacts of the incident on the welfare of pupils and staff. Consider safeguarding arrangements, support for pupils with additional needs, supervised safe spaces, staff welfare, debriefs, signposting to support services, and follow-up with affected pupils, staff, and families.
· How will the incident be recorded, including actions, decisions, and any issue logged on BeSafe?
Keep a log of all actions and decisions. Register the issue on BeSafe where required and ensure records include key timings, decisions, communications, police contact, lockdown actions, welfare measures, and recovery actions.
· Are any other actions required?
Hold a meeting of the Emergency Management Team and emergency services representatives where appropriate to establish a plan of action. Consider local authority notification, recovery arrangements, communication follow-up, review of action cards, and lessons identified.
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