TABLETOP EXERCISE – Loss of IT / Cyber Incident
Summary

This tabletop exercise aims to test the response of staff when faced with a loss of IT systems or a cyber incident affecting the education setting. It is designed to explore how staff obtain and collate information, escalate the incident, maintain critical functions using paper-based arrangements, consider welfare and safeguarding impacts, communicate with staff, parents / care givers and partners, and decide whether the setting can remain open.
This exercise is designed to last approximately one hour.
	Approximate timings
	Activity

	5 minutes
	Introduction to exercise

	5 minutes
	Inject 1

	15 minutes
	Group discussion

	5 minutes
	Inject 2

	15 minutes
	Group discussion

	15 minutes
	Debrief





Inject 1

Scenario time
Monday, 8.15am.
Information
Staff arriving at the education setting report that the main IT systems are unavailable. Staff cannot access emails, shared drives, electronic registers, online learning platforms or printing. The school office is receiving calls from parents / care givers asking why they have not received usual morning updates. A member of staff also reports that a message has appeared on several devices stating that files may have been encrypted and that access will not be restored unless payment is made.
The cause of the issue is not yet confirmed. The setting needs to consider whether this is a loss of IT infrastructure, a cyber incident, or both. Staff are unsure whether electronic safeguarding records, contact details, catering information, transport information and attendance records can be accessed.
	· What immediate actions should staff take to obtain and collate information about the incident?
· How will staff use ETHANE or another agreed format to record the key facts?
· Who should inform the Head Teacher or nominated senior leader?
· What actions should be taken to isolate affected systems, including disconnecting internet access and disabling remote access where appropriate?
· Which physical or paper copies of documents are needed immediately, such as registers, the Emergency Plan, Business Continuity Plan and Disaster Recovery Plan?
· How will the Emergency Management Team be convened if email, Teams or other digital systems are unavailable?
· Are any other actions required?





Inject 2

Scenario time
Monday, 11.30am.
Information
The IT outage is continuing and the setting has been advised that the incident may be cyber-related. There are concerns that some files may have been compromised and that remote access may have been used. Staff have reverted to paper registers where available, but some key information is out of date. Several parents / care givers have contacted the setting after seeing social media posts suggesting that pupil information may have been accessed.
The Emergency Management Team needs to establish a plan of action. The Head Teacher must consider whether the setting can safely remain open, whether pupils should be sent home, what welfare and safeguarding measures are required, and which organisations need to be informed. The incident may need to be reported to the police on 101, Action Fraud and, if it causes long-term closure, affects more than one setting or causes serious financial damage, the National Cyber Security Centre.
	· Can the education setting remain open safely, or should the Head Teacher decide to close the setting and send pupils home?
· How will staff maintain critical functions without IT, including attendance, safeguarding, pupil welfare, catering, transport, medication records and emergency contacts?
· How will staff, pupils, parents / care givers, governors, the local authority and any media enquiries be informed and kept up to date?
· What welfare and safeguarding measures are needed for pupils, staff and any individuals directly affected by the incident?
· If a pupil or staff member may be involved in causing the incident, how will the setting approach suspension, investigation, safeguarding and police or local authority support?
· Who will report the incident to the police on 101, Action Fraud and, where required, the National Cyber Security Centre?
· How will all actions, decisions, timings, communications and advice received be logged?
· What support is needed to recover from the incident and restore normal arrangements?
· Are any other actions required?
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