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Setting up 2-Factor Authentication (2FA) in Synergy Web 

 

To safeguard children's data, we've implemented two-factor authentication (2FA) for Synergy Web, requiring 

users to log in with both a password and a one-time code generated by an 'Authenticator' app. This guide walks 

you through the initial setup before your first access Synergy Web (this process should take approximately 20-30 

minutes to complete).  

To access Synergy Web via 2FA, you will require an Authenticator app on your smartphone or computer desktop. 

If you already have an app installed, please skip to the Section 2. If not, please follow Section 1 below.   

                    

1. Downloading and Setting Up a Two Factor Authenticator App 

You will need to download a 2-Factor Authenticator App to access Synergy Web. There are a number of 

Authenticator Apps available, however for the below we’ve used ‘Twilio Authy’ as an example. You can use an 

authenticator application on your computer desktop or smartphone. 

Mobile App 

1. 1 Open the app store on your phone and search for 
Twilio Authy 
 
Download the app to your phone 

 

 

Verify the Authy App 

 Search for your Country Code – United Kingdom  
 
Enter your mobile number 
 
Click ‘Submit’ 

 

 Enter your email address 
 
Click ‘Submit’ 
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Verify your account  
 
Click the preferred option to get a code to verify 
your Authy account e.g. phone call, text message 
etc. 

 

 Enter verification code received on text message 

 

 Once your verification code has been accepted, 
you will then be presented with this screen. 
Please move on to Section 2 below, before 
attempting to add an account 

 

 

 

2. Open Synergy Web and set your password using the reset password function 

 

1.  Open Synergy Web  
 
Sign In - Portal for parents, schools and providers 
(northyorks.gov.uk) 
 
Enter the username provided with your joining 
instructions. 
 
Click ‘Continue’ 
 

 

https://fisportal.northyorks.gov.uk/Synergy/login.aspx/?ReturnUrl=%2FSynergy%2FSynergyWeb%2F
https://fisportal.northyorks.gov.uk/Synergy/login.aspx/?ReturnUrl=%2FSynergy%2FSynergyWeb%2F
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NB you do not need to register an account (this is 
for parents to register their children for school) 
 

2.  Click ‘Forgot Password’  
 
 

 

3.  Leave your user name in the ‘Enter your email 
address or username’ box  
(don’t change this to your email address) 
 
Click ‘Request Token’ 

 

4.  You will then receive an email with a token 
 
If the email is not immediately visible, please 
check Junk and Spam folders. 

 

5.  Enter the token number from the email into 
Synergy Web and click ‘Reset Password’ 

 

6.  Enter a ‘New Password’ and then again in 
‘Confirm Password’ 
 
Then click ‘Change Password’ 
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7.  A message will appear explaining 2-factor 
authentication. Click ‘OK’ to continue. 

 

 

3. Set up your two-factor authentication 

To do this you need to link your Authy app to your synergy web account 

8.  On the Authy app you downloaded in 
Step 1, click ‘Add Account’ 

 

9.  If you are using a smart phone for the 
Authy App 
 
Click ‘Scan QR code’ on the Authy app 
on your phone 
 
Use your phone to scan the QR code 
on Synergy web 
 
 
 

   
 



 

5 
 

OFFICIAL - SENSITIVE 

10.  If you are using a PC desktop app for 
2-factor authentication, or if the QR 
code does not scan on smart phone 
 
Click ‘Reveal Secret’ on synergy web 
to show a code. 
 
 
Click ‘Enter Code Manually’ on your 
Authy app 
 
Type the code from Synergy Web into 
the Authy App 
 
Click ‘Save’ 

 
 

       

11.  You will be asked to name your 
Synergy Web account on your Authy 
app 
 
Enter a name of your choice and click 
‘Save’ 
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12.  Your Authy account is now linked to 
your Synergy Web account. Click 
‘Next’ in Synergy Web 

 

13.  Open your Authy app and get the 6-
digit code 
 
Codes are valid for 30 seconds and 
regenerate automatically. 

 

14.  Enter the 6-digit code from the Authy 
app 
 
Click ‘Confirm’ 
 

 

15.  The system will confirm success of set 
up, please click ‘Finish’. 
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16.  Review the Welcome Agreement, click 
‘I Agree’ to sign in 

 

17.  The System will then sign you in  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Frequently Asked Questions  

 

• How do I Sign-In to Synergy Web (once 2FA has been set up?) 
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The following steps will guide you through logging into Synergy Web, after 2FA has been setup 

1
1
1
1
1
1
1 

Open Synergy Web  
 
Sign In - Portal for parents, schools and 
providers (northyorks.gov.uk) 
 
Enter your username  

 

1.  Enter your password 
 
 

 

2.  Open your Authy app and get the 6-digit 
code 

 

3.  Enter the code from the Authy app into 
Synergy Web.  
 
Click ‘Verify’ 

 

https://fisportal.northyorks.gov.uk/Synergy/login.aspx/?ReturnUrl=%2FSynergy%2FSynergyWeb%2F
https://fisportal.northyorks.gov.uk/Synergy/login.aspx/?ReturnUrl=%2FSynergy%2FSynergyWeb%2F
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4.  Review the Welcome Agreement, click ‘I 
Agree’ to sign in 

 

5.  The system will then sign you in 

 

 

 

Troubleshooting  

General issues – please contact Schools Admissions/FIS Team 

Admissions: schooladmissions@northyorks.gov.uk 

FIS Team: fis.Information@northyorks.gov.uk 

 
 

New Phone/PC – I no longer have the Authy app  

  
Contact School Admissions/FIS Team to have your 2-factor authentication reset. 
  
You will be able re-enrol the 2-Factor Authentication following the guidance above.  
 

Account locked 

  
Please contact School Admissions or FIS Team  
 
 

Not receiving email for Password Reset token 

  
Please check Junk/Spam folder. Please contact School Admissions/FIS Team if the email is not in your Inbox or 
Junk/SPAM folders. 
 

mailto:schooladmissions@northyorks.gov.uk
mailto:fis.Information@northyorks.gov.uk

