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21.1
INFORMATION GOVERNANCE 
21.1.1
Schools are responsible for their own information governance and as such are classed as “data controllers”.  The County Council plays a nominal role in relation to information governance within schools which includes the offer of support, advice and guidance to enable schools to comply with legislation and maintain good practice in relation to the collection, storage, use and disclosure of information.  
21.1.2
Under GDPR provisions, schools now have the requirement to appoint a statutory Data Protection Officer (DPO) who is responsible for:

· The provision of information governance advice

· The provision of training materials

· Monitoring compliance with legislation

· Liaising with the national regulator and service users 

The DPO should be independent from the schools management board and possess expertise in the application of information governance legislation. Schools are able to appoint their own DPO. However, Veritau (the Council’s internal audit, counter fraud and information governance service) does offer a DPO service tailored to schools. For more information, please enquire with North Yorkshire Education Services (NYES) at Global Search | NYES (nyestraining.co.uk)  SchoolsDPO@veritau.co.uk, or contact  / 01904 554025.
21.1.3
The County Council’s records management policy does not apply to schools but it should be considered as a model policy for schools to adopt.  This can be found via the North Yorkshire County Council intranet.


The objective of a policy is the creation and management of authentic, reliable and useable records that support the business functions of the school for as long as they are needed.  It should be derived from analysis of the school’s business functions and should take account of the legislative environment in which schools operate.  It should be reviewed regularly, i.e. annually, to ensure that it reflects the school’s business needs.  (Section F) 
21.1.4
Schools should be aware that there are six areas of legislation that deal with information governance: 
i. Data Protection Act 2018 



(Section C)
ii. Environmental Information Regulations 2004

(Section D)
iii. Freedom of Information Act 2000 


(Section E)
iv. UK General Data Protection Regulation 2018 (UK GDPR)
v. Education (Public Information) (England) Regulations 2005 (Education Regs)

vi. Privacy and Electronic Communications Regulations 2003 (PECR)
In relation to responsibilities under the above legislation, schools are separate legal entities rather than part of the Local Authority.
21.2
TRANSFER OF EDUCATIONAL RECORDS
21.2.1
When pupils transfer from one school to another, headteachers must send to the new school all educational records relating to the pupil, including copies of their pupil reports within 15 days of the pupil ceasing to be registered at the old school.
21.2.2
Schools should ensure that they are using the most up to date guidance on the transfer of educational records.  Further information can be found at the Department for Education website
21.2.3
Guidance specific to the school to school (S2S) data transfer system can be found at:

School to school (S2S) data transfer system: guides - GOV.UK (www.gov.uk)
21.2.4
Guidance specific to the common transfer file (CTF) can be found at:

Common transfer file (CTF) and co-ordinated admissions data - GOV.UK (www.gov.uk)
21.3 
SECURITY OF EQUIPMENT & EQUIPMENT INVENTORIES

21.3.1
The use of a liquid marking solution system that acts as a deterrent against theft is recommended.  The use of property marking within school should be clearly displayed.  Such systems are subject to a county procurement exercise.  Identifiable property is difficult to dispose of and there is an increased likelihood of stolen property being returned to the school.  Thieves may attempt to deface or remove markings but this reduces the resale value.  All audio visual electronic and ICT equipment should be marked accordingly.  It is recommended that:
i. electronic equipment should be kept in a locked room/storage area that is alarmed if possible;

ii. all keys including duplicate keys relative to the security of the premises will be removed from the secured premises whenever they are closed or unattended unless the keys are kept in a secure place, i.e. a keysafe and 

iii. any intruder alarm installed at the premises will be fitted in accordance with the manufacturer’s requirements and will be kept in good order and put into full and effective operation when the premises are closed for business or are unattended.  All schools should ensure that they are compliant with the security requirements as specified in their insurance agreements or cover with the RPA.
21.3.2
Requirement to Maintain an Inventory Record

All schools should maintain an Inventory Record using the standard inventory template which can be found at http://cyps.northyorks.gov.uk/forms-and-stationery.  
The inventory should be updated as and when new items of equipment are purchased, and existing items either transferred or disposed of.  
The inventory should include serial numbers and any identification marks.  Such information will need to be readily available in the event of theft.
It is the responsibility of the Headteacher to ensure that a full inventory check is conducted at least once a year by an independent member of staff and that the Inventory is certified to that effect.  To enable this annual check, the full inventory should be printed, authorised post completion and retained for audit purposes.
The size of the school will largely determine how inventory records are maintained.  A larger school may wish to have a sheet/tab per department or room whereas a small primary school may wish to identify the location of the individual items by the use of the "other notes" column and so use only one sheet/tab.  
For larger schools where the use of separate inventories for individual rooms/departments is appropriate, it is essential that a central index of all inventories be maintained.
21.3.3
Items that should be recorded in the Inventory
Up-to-date inventories should be maintained of all items of equipment with a value above a level determined by the Governing body.

            The level determined by the Governing body must take into account the Authority regulations that all items with a value of £1,000 or more should be included. However, in the case of a school the £1,000 limit should be reduced to £200 to include appropriate items that it is felt should be recorded and should always include small portable items that are particularly vulnerable to theft such as laptops, tablet computers and digital cameras.

Any item acquired on rental/lease agreements, i.e. TVs and photocopiers must be recorded in the Inventory.
The following list gives a general idea of the items of equipment and furniture that should be included in the inventory:

	Audio Visual
	TV, DVD, CD and music systems

	Craft Equipment
	Lathes, drills, kilns and pottery wheels

	Home Economics
	Cookers, fridge freezers, sewing machines

	IT Equipment
	PCs, laptops, printers and scanners

	Musical Equipment
	Musical instruments, speakers etc

	Office Equipment and Furniture
	Photocopiers, filing cabinets, bookcases

	PE Equipment
	Any equipment that is not fixed

	“Gifts”
	i.e. purchased from PTA or private funds


When completing the Inventory record a source of finance should be indicated as follows:-

E  
Establishment funds (i.e. from the school's own resource allocation). 

G  
Gifts to School (i.e. PTA or Trustees)

P  
Private Funds

Where items are obtained on rental or leasing arrangements, this should be indicated by adding the suffix "R" or "L" to the "Source of Finance" code, i.e. a photocopier obtained on a lease agreement and financed by funds made available to a school under LMS should be shown as EL.
21.3.4
Items that should not be recorded in Inventory

· Classroom and office furniture such as desks and chairs.

· Fixed furniture and equipment, i.e. fixed PE equipment, carpets, curtains, cooking ranges (i.e. island modules).

· Catering equipment - details of this equipment is now kept in separate register maintained by NYES Catering.  However, if the school operates its own catering service a separate inventory should be maintained.
· Cleaning equipment - following the introduction of competitive tendering, details of this equipment are now kept in separate registers maintained by the approved Contractor.

21.3.5
Disposal/Transfer of Items

An item or group of items with an estimated total sale value of below £250 may be sold at the Headteacher's discretion by means of the following procedure:

i. electronic auction site, this may include (but is not limited to) Ebay or Amazon. Please see below for generic guidance on using electronic auction sites. Selling through these websites is a way to reach a larger range of potential buyers but does carry associated risks.

ii. Another method for selling surplus items is for schools to advertise in the local press or a local shop.  A closing date must be specified and the highest offer accepted.  If an item is likely to be of interest to other schools, it should be advertised through the Marketplace on the intranet.
iii. Smaller items may be offered in circulars to parents, sold at school fundraising activities (i.e. fetes, open days, etc) or sold to playgroups, youth organisations, church organisations etc.

Electronic Auction Guidance

The school would need to set-up a sellers account specific to the school and must not sell items through a personal account. The school would be responsible for managing this account. The school should be aware of the fees involved with use of an electronic auction site, potential costs may include:

· Sellers fees e.g. Ebay typically charges a fee to sell an item, charged at the end of the month. Ebay will also charge for any optional extras chosen which will be non-refundable
· Postage costs e.g. on Ebay, when creating a listing, a delivery method should be specified. This may be to charge a postage rate which must cover the cost of posting the item, or by offering local collection

· If selecting an item for postage, the school will need to cover potential packaging costs. The school may wish to increase the postage rate by a reasonable amount for what it would cost to package the item.
The school will need to familiarise itself with the terms and conditions for selling an item through an online auction site and ensure any potential liability is understood. If an item has gone missing, or has not arrived with the buyer, the school may be required to provide tracking details or proof of postage, or may be required to offer a refund. If a buyer has received an item but it is faulty, the school may need to work with the buyer to resolve their issue and may be required to cover return postage costs. The school may be able to specify whether returns are accepted, however this may not apply if an item is faulty. 

In summary, if choosing to dispose of items through an electronic auction site, the school will do this at its own risk. It is advised that the school reads all terms and conditions of the auction site and thoroughly understands all associated risks. In doing so, the school should also remain vigilant.  

Private Funds (i.e. PTA)

It is recommended that the disposal procedure is carried out as detailed above, but only after consultation with the donor.

Scrap

If it proves impossible to sell an item of little value either for use or as scrap locally, it should be disposed of as refuse.  However, advice should be sought from the Schools ICT Service before any ICT equipment is disposed of.


Inventory Record
The Inventory Record should be updated to show the disposal of any items, and the proceeds obtained.  Prior to any sale or disposal IT equipment should be cleansed of any data, and office storage should be checked to ensure that there is no personal information left in them.
21.3.6
Loan of School Equipment to Staff and/or Pupils

Updates from the DfE during the coronavirus (COVID-19) outbreak may impact on the loan of school equipment. Please find up-to-date guidance for schools during COVID-19 on the following link

Guidance for schools: coronavirus (COVID-19) - GOV.UK (www.gov.uk)
The practice of borrowing equipment and/or materials from an establishment is not to be encouraged, but on those occasions when it is considered essential for staff and/or pupils to make use of equipment away from the establishment's premises the the following rules should apply:-

i. Written permission should be given for each loan.
ii. Loans may only be made to enable members of staff to carry out work directly associated with their official duties including preparation of work for pupils.  This can include the loan of equipment to complete an in-service training course or as part of an agreed familiarisation programme to enable maximum benefit to be obtained, at work, from the equipment.  Equipment which gives rise to risk of injury in operation, i.e. powered tools and other "workshop equipment", must not be loaned.
iii. Loans may only be made to pupils if it is essential for the furtherance of course work.
iv. Loans specifically for the private use of equipment by staff MUST NOT BE MADE.
v. A loan record, linked to the school inventory, must be kept to record each loan.  This must comprise of the following information:

	· Signature of Borrower
	}
	

	· Date of Issue
	}
	

	· Purpose of Loan
	}
	completed prior to loan

	· Brief Description of Item Loaned
	}
	

	· Expected Date of Return
	}
	

	· Signature of Member of Staff to Whom Equipment is Returned
	}
}
	completed at end of loan

	· Date of Return
	}
	


vi. Equipment should be loaned for the minimum period necessary to carry out the authorised activity.  However, teacher’s laptops may be recorded as semi-permanent loans.  This period should not normally include holiday periods.
vii. Equipment should be used exclusively by the person to whom it has been issued and the use of the equipment be related only to the authorised purpose of the loan.
viii. Any loss or damage to the equipment arising from its unauthorised use or the failure to adhere to these guidelines will be the personal responsibility of the individual.  This should be made clear to the person concerned when the loan is being approved.
The Department of Education’s Rick Protection Arrangement (RPA) covers contents that the school owns or is responsible for including under a hire or lease agreement for loss/damage on an All Risks basis. 
This includes business equipment e.g. laptops that are lent to staff or pupils to continue working or studying at home.  However, this is only where their own insurance does not cover them and will be subject to the member retention (excess) of £500 for Secondary schools and £250 for Nursery or Primary schools for each and every loss. :

The above is subject to the Definitions, Extensions, Exclusions and Conditions of the Rules.  In particular, the following applies in respect of theft: 

i. There is no cover for theft by any person lawfully on the premises

ii. There is no cover for theft where there is no visible evidence of forcible or violent entry and/or exit from the premises.

iii. There is no cover for property in transit whilst the vehicle is left unattended  unless:

· All doors, windows and other openings are securely locked and properly fastened and the keys removed from the vehicle.

Any alarm and immobiliser shall be switched on and made fully operational.And outside the working day of the driver it is either:

· garaged in a securely locked building of substantial construction or

· In a compound which has securewalls and fences with all exit points secured by locked gates or

· In a permanently guarded security park

21.4
GENERAL SCHOOL SECURITY 

21.4.1
All schools should have appropriate security measures in place and all staff, whether teaching or non-teaching, should be familiar with the school’s security procedures.
21.4.2
Security and personal safety should be dealt with from a risk management point of view, i.e. taking steps to reduce the likelihood of loss or damage to the school or injury to staff and pupils. 

21.4.3
Money that is spent on repairing or replacing buildings and contents, or on repairing damage caused by vandalism and criminal damage and on replacing items of equipment due to theft may mean less resources being available to provide essential and extra items in all schools.
21.4.4
The most common crimes on school sites are vandalism/malicious damage, theft and arson.  Good security generally involves a combination of physical, electronic and procedural measures.  However, no amount of physical or electronic security will totally eliminate the risk of criminal attack, but security improvements greatly decrease the risk of criminal damage by increasing the degree of difficulty for, and the risk of detection of, the criminals.

21.4.3
School Office / Reception access control


Procedures should be in place to ensure as far as is reasonably practicable that no one is able to access the school buildings unacknowledged and that, once in the building, systems are in place to protect or help pupils and staff should support become necessary.

Recommendations include:

i. All visitors, including contractors, should be directed by means of prominent, unambiguous notices to a single entrance door and reception point;

ii. Casual access to other parts of the school building(s) should, as far as possible, be prevented, i.e. by locked external doors, by fences used as barriers;

iii. Generally, visitors should be escorted to and from their destination within the building – this would not always be necessary for regular visitors, i.e. school governors;

iv. All visitors should sign in and out providing their name, organisation worked for, person being met and car registration (if applicable);

v. All visitors should be asked to produce evidence of identity, if appropriate;

vi. All visitors should be provided with a badge to wear whilst they remain on site; and
vii. Members of staff should be instructed to challenge anyone encountered on the site whom they do not recognise and who is not wearing a badge.


To support this system, it is recommended that all school staff wear ID badges.  

Where pupils man a reception desk careful consideration should be given to their health and safety.
21.4.5
Daytime security of vulnerable areas
Offices, staff rooms, IT suites and store rooms etc within a school will require additional security measures to protect against any casual walk in thief.  Doors to such areas should be fitted with suitable access control locks and access limited to authorised personnel only.  Computers that are in use but unattended should be locked to prevent unauthorised access to information which could then be stolen or misused.
Secure storage areas should always be considered for the storage those items most at risk such as laptops, projectors, digital cameras, iPads, Kindles, musical instruments, money etc.

Whilst all computers, including those used for administrative purposes, require additional security features to prevent their theft or being tampered with, these items or parts of such as bulbs, keyboards, optical mice, etc can be targeted by both professional and opportunist thieves.  

Having any computer stolen or damaged impacts not only on the budget but the inconvenience and disruption from the loss of the asset and any material or records held on it.

21.4.6
Community use of school facilities

See Chapter 12: Hire of Educational Premises
21.5
CASH HANDLING
21.5.1
The following advice relates to cash handling security measures and is replicated from Chapter 11: Income:

i. All cash and cheques should be ideally held in a locked cash box or sealed packet and placed in the most secure location available within the school, such as a safe, vault or secure store.  Key holders should be restricted to a minimum number and keys should be retained on the individual’s person and not left in drawers or filing cabinets.  These principles should be adhered to both overnight and wherever possible during the working day.  On no account should cash or cheques be left unattended prior to storing or banking.

ii. The records of all such holdings which are, in any event, maintained by the school shall be located separately in order to substantiate any losses should theft take place.

iii. Schools should bank at least monthly or whenever the total of cash and cheques held exceed the insurance limit on the safe.  For schools with no safe, the insurance limit is £250 for cash and cheques stored in a locked receptacle.
iv. Further detailed information on insurances for cash holding and cash movement can be obtained from the Insurance and Risk Manager at County Hall.

v. Whenever possible variations should be made to the timing and route taken by personnel banking monies.  If the sum to be banked exceeds £2,000 this duty should be performed by two people.

vi. Money should always be conveyed in a secure but “anonymous” type of bag.

vii. Should you have any doubt concerning general security or you require further assistance please contact your local Crime Prevention Officer.

21.5.2
In addition, cash should never be handled in areas visible to visitors or members of staff at large.  Cash counting should be carried out in a screened off area, if not another room.
21.5.3
Any safe used in school should have an adequate cash limit.

21.6
OTHER USEFUL INFORMATION

i. Information Governance for Schools
Information Governance for Schools | CYPSinfo (northyorks.gov.uk)
ii. Information Security 

http://cyps.northyorks.gov.uk/60-information-security
iii. Records Management

http://cyps.northyorks.gov.uk/50-records-management
iv. School Emergency Response Guide
       http://cyps.northyorks.gov.uk/school-emergency-response
v. Health and Safety & Risk Management

       http://cyps.northyorks.gov.uk/health-safety-risk-management
vi. Safeguarding Premises


http://cyps.northyorks.gov.uk/premises-security


